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Recap: Complexity Class NP

Formal Definition of NP:
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The Class NP
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The Class P

Functions that can be 
computed in polynomial time 
by a standard Turing Machine.

Functions that can be verified in 
polynomial time by a standard 
Turing Machine.

Correctness of a 1 output 
can be verified in polynomial 
time given a witness.

ራ

𝑐∈ℕ

𝑇𝐼𝑀𝐸𝑇𝑀(𝑛𝑐)
A function 𝐹: 0, 1 ∗ → 0, 1  is in NP if there exists some 
𝑎 ∈ ℕ+and 𝑉: 0, 1 ∗ → 0, 1  such that 𝑉 ∈ 𝐏 and ∀𝑥 ∈

0, 1 𝑛, 𝐹 𝑥 = 1 ↔ ∃𝑤 ∈ 0, 1 𝑛𝑎
 such that 𝑉 𝑥, 𝑤 = 1. 



NPP
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3𝑆𝐴𝑇

𝑆ℎ𝑜𝑟𝑡𝑒𝑠𝑡𝑃𝑎𝑡ℎ

Unknown if 3𝑆𝐴𝑇 ∈ P Known that 3𝑆𝐴𝑇 ∈ NP 

𝐿𝑜𝑛𝑔𝑒𝑠𝑡𝑃𝑎𝑡ℎ

𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇

𝑆𝑂𝑅𝑇
EXP
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Cook-Levin Theorem

Cook-Levin Theorem (Theorem 15.6 in the TCS Book):
For every 𝐹 ∈ 𝐍𝐏, 𝐹 ≤𝑝 3SAT.



Stephen A. Cook, 1971
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Stephen Cook (2015 picture), 
University of Toronto
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Leonid Levin 
(born 1948)
currently at 
Boston University

Universal Search Problems



NP-Complete

Definition: A function 𝐺 is NP-Hard if every 𝐹 ∈ 𝐍𝐏
can be reduced to 𝐺: 𝐹 ≤𝑃 𝐺. 
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Definition: A function 𝐺 is NP-Complete if 𝐺 ∈ 𝐍𝐏 and 
𝐺 is NP-Hard.

Cook: 3SAT is NP-Hard
⇒ 3SAT is NP-Complete by 3SAT ∈ NP 



Making Progress on P ⊊ NP
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Cook-Levin Theorem: For every 𝐹 ∈ 𝐍𝐏, 𝐹 ≤𝑝 3SAT.

P NP

If 3SAT ∈ P

P 3SAT𝑆𝐻𝑂𝑅𝑇𝑃𝐴𝑇𝐻

𝐿𝑂𝑁𝐺𝑃𝐴𝑇𝐻

𝐿𝑂𝑁𝐺𝑃𝐴𝑇𝐻

𝑆𝐻𝑂𝑅𝑇𝑃𝐴𝑇𝐻

𝑀𝐼𝑁

3SAT

𝑀𝐼𝑁

P

If 3SAT ∉ P

P

NP

Equivalently: 3SAT ∈ 𝐍𝐏-Hard After showing 3SAT ∈ 𝐍𝐏
⇒ 3SAT ∈ 𝐍𝐏−Complete



𝐂𝐢𝐫𝐜𝐮𝐢𝐭𝐒𝐀𝐓 ≤𝒑 𝐍𝐀𝐍𝐃𝐒𝐀𝐓 ≤𝒑 3SAT
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Easy: 3SAT ≤𝒑 𝐂𝐢𝐫𝐜𝐮𝐢𝐭𝐒𝐀𝐓



𝐂𝐢𝐫𝐜𝐮𝐢𝐭𝐒𝐀𝐓 ≤𝒑 3SAT

Suppose we are given Boolean circuit 𝐶. How do we 
transform it into a 3-CNF formula 𝐹 such that 𝐶 is 
satisfiable if and only if 𝐹 is satisfiable?
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𝐂𝐢𝐫𝐜𝐮𝐢𝐭𝐒𝐀𝐓 ≤𝒑 NANDSAT

Suppose we are given Boolean circuit 𝐶. How do we transform it into a 
NAND-Circuit 𝑁 such that 𝐶 is satisfiable if and only if 𝑁 is satisfiable?

Yes: Substitute AND, OR, NOT with NAND

At most 3x more gates than 𝐶

11

y1=NAND(x1, x2)
y2=NAND(y1,y1)

….



𝐍𝐀𝐍𝐃𝐒𝐀𝐓 ≤𝒑 3SAT

Suppose we are given NAND circuit 𝐶. How do we 
transform it into a 3-CNF formula 𝐹 such that 𝐶 is 
satisfiable if and only if 𝐹 is satisfiable?
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C
y1=NAND(x1, x2)
y2=NAND(y1,y1)

….

𝐹(x) = 𝑥1 ∨ 𝑥2 ∨ 𝑥3  ∧ (…) ∧ ….



𝐍𝐀𝐍𝐃𝐒𝐀𝐓 ≤𝒑 3SAT

Useful lemma: for every gate 𝑧 = 𝑁𝐴𝑁𝐷(𝑥, 𝑦), one can 
write a 3-CNF formula 𝐺𝑥𝑦𝑧 over them such that 𝑧 =
𝑁𝐴𝑁𝐷(𝑥, 𝑦) iff 𝐺𝑥𝑦𝑧 is satisfiable.
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𝐺𝑥𝑦𝑧 = 𝑥 ∨ 𝑦 ∨ 𝑧  ∧ 𝑥 ∨ ത𝑦 ∨ 𝑧 ∧ ҧ𝑥 ∨ 𝑦 ∨ 𝑧 ∧ ҧ𝑥 ∨ ത𝑦 ∨ ҧ𝑧  

x y z=NAND(x,y) 𝑮𝒙𝒚𝒛

0 0 1

0 1 1

1 0 1

1 1 0

others



F(x1,x2,…,y1,y2,…)

= 𝐺𝑥1𝑥2𝑦1
∧ 𝐺𝑦1𝑦1𝑦2

∧….
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C
y1=NAND(x1, x2)
y2=NAND(y1,y1)

….

𝐺𝑥𝑦𝑧 = 𝑥 ∨ 𝑦 ∨ 𝑧  ∧ 𝑥 ∨ ത𝑦 ∨ 𝑧 ∧ ҧ𝑥 ∨ 𝑦 ∨ 𝑧 ∧ ҧ𝑥 ∨ ത𝑦 ∨ ҧ𝑧  

Reduction from 𝐍𝐀𝐍𝐃𝐒𝐀𝐓 to 3SAT:
NANDSAT( C ) = 3SAT( R ( C ) ), where reduction R( C ) = F for all C

Conclusion:
𝐂𝐢𝐫𝐜𝐮𝐢𝐭𝐒𝐀𝐓 ≤𝒑 𝐍𝐀𝐍𝐃𝐒𝐀𝐓 ≤𝒑 3SAT



Proof of Cook-Levin Theorem

15
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Proving the Cook-Levin Theorem

Cook-Levin Theorem (Theorem 15.6 in the TCS Book):
For every 𝐹 ∈ 𝐍𝐏, 𝐹 ≤𝑝 3SAT.

Proof strategy:
Find a problem 𝑍 that is NP-Hard and show that 𝑍 ≤𝑃 3𝑆𝐴𝑇.

A function 𝐹: 0, 1 ∗ → 0, 1  is in NP if there exists some 𝑎 ∈ ℕ+and 
𝑉: 0, 1 ∗ → 0, 1  such that 𝑉 ∈ 𝐏 and ∀𝑥 ∈ 0, 1 𝑛, 𝐹 𝑥 = 1 ↔ 

∃𝑤 ∈ 0, 1 𝑛𝑎
 such that 𝑉 𝑥, 𝑤 = 1. 



Is 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇 NP-Hard ?

We have 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇 ≤𝑃 3𝑆𝐴𝑇

We are finished if 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇 is also NP-Hard (why?)
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CircuitSAT

Input: 𝐶, a string representing an 𝑛-input Boolean circuit.

Output: 𝟏 iff there exists a string 𝑥 ∈ 0, 1 𝑛 such that 𝐶(𝑥)  =  1. 



How to prove 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇 is NP-Hard ?
CircuitSAT

Input: 𝐶, a string representing an 𝑛-input Boolean circuit.

Output: 𝟏 iff there exists a string 𝑥 ∈ 0, 1 𝑛 such that 𝐶(𝑥) = 1. 
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Definition: A function 𝐺 is NP-Hard if every 𝐹 ∈ 𝐍𝐏 can 
be reduced to 𝐺: 𝐹 ≤𝑃 𝐺. 



Proving 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇 is NP-Hard

19

∀𝐹 ∈ 𝐍𝐏: ∃𝑅 ∈ 𝐏: ∀𝑥 ∈ 0, 1 ∗:  𝐹 𝑥 = 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇(𝑅 𝑥 )

∀𝐹 ∈ 𝐍𝐏:  𝐹 ≤𝑃 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇

Definition of Polynomial-Time Reduction (≤𝑝): For any 𝐹, 𝐺: 0, 1 ∗ →

0, 1 .  𝐹 ≤𝑝 𝐺 if there is a polynomial-time computable 𝑅: 0, 1 ∗ → 0, 1 ∗ such 

that for every 𝑥 ∈ 0, 1 ∗, 𝐹 𝑥 = 𝐺(𝑅 𝑥 ). 

We need to show that 𝑅 exists, for every function in NP! 



Recall the Definition of Class NP

20

A function 𝐹: 0, 1 ∗ → 0, 1  is in NP if there exists some 𝑎 ∈ ℕ+and 
𝑉: 0, 1 ∗ → 0, 1  such that 𝑉 ∈ 𝐏 and ∀𝑥 ∈ 0, 1 𝑛, 𝐹 𝑥 = 1 ↔ ∃𝑤 ∈

0, 1 𝑛𝑎
 such that 𝑉 𝑥, 𝑤 = 1. 



21

Goal: ∀𝐹 ∈ 𝐍𝐏:  𝐹 ≤𝑃 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇

∀𝐹 ∈ 𝐍𝐏: ∃𝑅 ∈ 𝐏: ∀𝑥 ∈ 0, 1 ∗:  𝐹 𝑥 = 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇(𝑅 𝑥 )

Definition of NP: 𝐹 ∈ 𝐍𝐏 if ∃ 𝑉 ∈ 𝐏 such 

that ∀𝑥 ∈ 0, 1 𝑛, ∃ 𝑤 ∈ 0, 1 𝑛𝑎
 such 

that 𝐹(𝑥)  =  1 iff 𝑉(𝑥, 𝑤)  =  1.

Definition of ≤𝑝: For any 𝐹, 𝐺: 0, 1 ∗ → 0, 1 . 

𝐹 ≤𝑝 𝐺 if there is a p-time 𝑅: 0, 1 ∗ → 0, 1 ∗ 

such that for every 𝑥 ∈ 0, 1 ∗, 𝐹 𝑥 = 𝐺(𝑅 𝑥 ). 

∃𝑉 ∈ 𝐏, 𝑎 ∈ ℕ+:

∀𝑥 ∈ 0, 1 𝑛, ∃𝑤 ∈ 0, 1 𝑛𝑎
such that 𝐹 𝑥 = 1 iff 𝑉 𝑥, 𝑤 = 1.
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Goal: ∀𝐹 ∈ 𝐍𝐏:  𝐹 ≤𝑃 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇

∀𝐹 ∈ 𝐍𝐏: ∃𝑅 ∈ 𝐏: ∀𝑥 ∈ 0, 1 ∗:  𝐹 𝑥 = 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇(𝑅 𝑥 )

Definition of NP: 𝐹 ∈ 𝐍𝐏 if ∃ 𝑉 ∈ 𝐏 such 

that ∀𝑥 ∈ 0, 1 𝑛, ∃ 𝑤 ∈ 0, 1 𝑛𝑎
 such 

that 𝐹(𝑥)  =  1 iff 𝑉(𝑥, 𝑤)  =  1.

Definition of ≤𝑝: For any 𝐹, 𝐺: 0, 1 ∗ → 0, 1 . 

𝐹 ≤𝑝 𝐺 if there is a p-time 𝑅: 0, 1 ∗ → 0, 1 ∗ 

such that for every 𝑥 ∈ 0, 1 ∗, 𝐹 𝑥 = 𝐺(𝑅 𝑥 ). 

∃𝑉 ∈ 𝐏, 𝑎 ∈ ℕ+:

∀𝑥 ∈ 0, 1 𝑛, ∃𝑤 ∈ 0, 1 𝑛𝑎
such that 𝐹 𝑥 = 1 iff 𝑉 𝑥, 𝑤 = 1.

There exists a Boolean circuit 𝐶𝑥(⋆) that computes 𝑉(𝑥, ⋆ ):

 Input:  ⋆ ∈ 0, 1 𝑛𝑎
 length = 𝑛𝑎

 Output: 𝑉(𝑥, ⋆ )



How do we know 𝐶𝑥 exists?
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∃𝑉 ∈ 𝐏, 𝑎 ∈ ℕ+:

∀𝑥 ∈ 0, 1 𝑛, ∃𝑤 ∈ 0, 1 𝑛𝑎
such that 𝐹 𝑥 = 1 iff 𝑉 𝑥, 𝑤 = 1.

There exists a Boolean circuit 𝐶𝑥(⋆) that computes 𝑉(𝑥, ⋆ ):

 Input:  ⋆ ∈ 0, 1 𝑛𝑎
 length = 𝑛𝑎

 Output: 𝑉(𝑥, ⋆ )



Boolean circuit 𝐶𝑥(⋆) that computes 𝑉(𝑥,⋆)
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𝑉 ∈ 𝐏 so we have TM 𝑀 computes 𝑉 in poly-time.
Fixing 𝑥, we also have 𝑀𝑥 computes 𝑉(𝑥, ⋆) in poly-time.
We want 𝐶𝑥 that simulates 𝑀𝑥  and  𝐶𝑥  = 𝑝𝑜𝑙𝑦( 𝑥 ).



Boolean circuit 𝐶𝑥(⋆) that computes 𝑉(𝑥,⋆)
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𝑉 ∈ 𝐏 so we have TM 𝑀 computes 𝑉 in poly-time.
Fixing 𝑥, we also have 𝑀𝑥 computes 𝑉(𝑥, ⋆) in poly-time.
We want 𝐶𝑥 that simulates 𝑀𝑥  and  𝐶𝑥  = 𝑝𝑜𝑙𝑦( 𝑥 ).

Theorem: 
For any 𝑓 ∈ 𝐏,    (𝑓 is computable by TM in poly time)
𝑓 ∈ 𝐏/𝐩𝐨𝐥𝐲 = ڂ𝑐∈ℕ 𝑆𝐼𝑍𝐸(𝑛𝑐)  (𝑓 is computable by circuit in poly size)



Completing the Proof
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Cook-Levin Theorem: For every 𝐹 ∈ 𝐍𝐏, 𝐹 ≤𝑝 3SAT.

We have proven CircuitSAT is NP-Hard: 
∀𝐹 ∈ 𝐍𝐏: 𝐹 ≤𝑝 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇
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Cook-Levin Theorem: For every 𝐹 ∈ 𝐍𝐏, 𝐹 ≤𝑝 3SAT.

We have proven CircuitSAT is NP-Hard: 
∀𝐹 ∈ 𝐍𝐏: 𝐹 ≤𝑝 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇

𝐹 ≤𝑝 𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇 ≤𝑝 3𝑆𝐴𝑇

Thus, if there is a polynomial time 
algorithm for 3SAT, there is a polynomial 
time algorithm for every problem in NP!



NPP
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𝑆ℎ𝑜𝑟𝑡𝑒𝑠𝑡𝑃𝑎𝑡ℎ

Unknown if 3𝑆𝐴𝑇 ∈ P Known that 3𝑆𝐴𝑇 ∈ NP 

𝐿𝑜𝑛𝑔𝑒𝑠𝑡𝑃𝑎𝑡ℎ

𝑆𝑂𝑅𝑇
EXP

NP-Complete

3𝑆𝐴𝑇

𝐶𝑖𝑟𝑐𝑢𝑖𝑡𝑆𝐴𝑇



More NP-Complete problems
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Proving 𝑮 is NP-Hard

Show there is a polynomial-
time reduction from every 
problem F  NP to G.

G

NP

Show there is a polynomial-
time reduction from one 
problem 𝑋 NP-Hard to G.

X

NP

G

∀𝐹 ∈ 𝐍𝐏: 𝐹 ≤𝑝 𝐺 ∃𝑋 ∈ NP−Hard: 𝑋 ≤𝑝 𝐺



1. 𝐺 ∈ 𝐍𝐏

G

NP

G

NP

Proving 𝑮 is NP-Complete

2. 𝐺 ∈ NP−Hard
∃𝑋 ∈ NP−Hard: 𝑋 ≤𝑝 𝐺

NP-Hard
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NP-Complete Problems



BinPacking
Input: Finite set of items, 𝐼, size 𝑠(𝑖) for each item, bin capacity 𝐵, number of items 𝑘
Output: 1 iff there is a way to pack ≥ 𝑘 items in 𝐵   

Some NP-Complete Problems

33

Visitor (a.k.a., Traveling Seller Problem)
Input: A weighted graph 𝐺 = 𝑉, 𝐸 , 𝑤 𝑒 ∈ 𝐸 →  ℕ, a start node s ∈ 𝑉, a cost 𝑧
Output: 1 iff there path in G that visits every node with code ≤ 𝑧

SetCover
Input: A set 𝑈, 𝑆 ⊆ 𝑃𝑜𝑤 𝑈  where ڂ𝑠∈𝑆 𝑠 = 𝑈 , 𝑚 ∈ ℕ
Output: 1 iff there is a subset 𝑆′ of 𝑆 where ڂ𝑠∈𝑆′ 𝑠 = 𝑈 and 𝑆′ ≤ 𝑚.



Which outcome do we prefer?

34

P NP

3SAT ∈ P 

P 3SAT𝑆𝐻𝑂𝑅𝑇𝑃𝐴𝑇𝐻

𝐿𝑂𝑁𝐺𝑃𝐴𝑇𝐻

𝐿𝑂𝑁𝐺𝑃𝐴𝑇𝐻

𝑆𝐻𝑂𝑅𝑇𝑃𝐴𝑇𝐻

𝑀𝐼𝑁

3SAT

𝑀𝐼𝑁

P

3SAT ∉ P

P

NP

P = NP P ⊊ NP



BinPacking
Input: Finite set of items, 𝐼, size 𝑠(𝑖) for each item, bin capacity 𝐵, number of items 𝑘
Output: 1 iff there is a way to pack ≥ 𝑘 items in 𝐵   

Do we “solve” these okay today?

35

Visitor (a.k.a., Traveling Seller Problem)
Input: A weighted graph 𝐺 = 𝑉, 𝐸 , 𝑤 𝑒 ∈ 𝐸 →  ℕ, a start node s ∈ 𝑉, a cost 𝑧
Output: 1 iff there path in G that visits every node with code ≤ 𝑧

SetCover
Input: A set 𝑈, 𝑆 ⊆ 𝑃𝑜𝑤 𝑈  where ڂ𝑠∈𝑆 𝑠 = 𝑈 , 𝑚 ∈ ℕ
Output: 1 iff there is a subset 𝑆′ of 𝑆 where ڂ𝑠∈𝑆′ 𝑠 = 𝑈 and 𝑆′ ≤ 𝑚.
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Amazon’s RIC fulfillment center
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Amazon’s RIC fulfillment center

BinPacking
Input: Finite set of items, 𝐼, size 𝑠(𝑖) for each item, bin capacity 𝐵, number of items 𝑘
Output: 1 iff there is a way to pack ≥ 𝑘 items in 𝐵   

Visitor (a.k.a., Traveling Seller Problem)
Input: A weighted graph 𝐺 = 𝑉, 𝐸 , 𝑤 𝑒 ∈ 𝐸 →  ℕ, a start node s ∈ 𝑉, a cost 𝑧
Output: 1 iff there path in G that visits every node with code ≤ 𝑧

SetCover
Input: A set 𝑈, 𝑆 ⊆ 𝑃𝑜𝑤 𝑈  where ڂ𝑠∈𝑆 𝑠 = 𝑈 , 𝑚 ∈ ℕ
Output: 1 iff there is a subset 𝑆′ of 𝑆 where ڂ𝑠∈𝑆′ 𝑠 = 𝑈 and 𝑆′ ≤ 𝑚.



50 variables, 100 random clauses

What about 3SAT?





If knowing P=NP wouldn’t help us much in solving 
practical problems we want to solve, would there 

be a benefit to knowing P ⊊ NP?

40



Example: Encryption

AES (Advanced Encryption Standard) is a poly-time function:
AES(key, message) ↦ ciphertext

Fix message = “secret Amazon order ….”, define function:
𝐶 𝑥 = 1 if exists 𝑘 s.t. AES(𝑘, message) = 𝑥

0 otherwise

We have 𝐶 ∈ 𝑁𝑃 (why?)
If P= NP, what happened to 𝐶?

41

Some details needed:
Key-length < message

Correct decryption



Hard Problems are Useful

P = NP would imply most cryptographic goals are 
impossible: no public-key cryptosystem could exist!

42Image from Pavel Hubacek

Assumptions in Cryptography:

Factoring is hard ⟹ RSA is secure

NP-Hard problems are hard 
⟹ some “post quantum” 
cryptosystems are secure 



Charge
Time complexity

Cook-Levin Theorem

43
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