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Recap: Complexity Class NP

Formal Definition of NP:

Definition 15.1 (NP)
We say that F' : {0,1}* — {0, 1} is in NP if there exists some integera > 0 and V :
{0,1}* — {0,1} suchthat V' € P and for every x € {0,1}",

F(z) =1 d,c0013m s.t. V(zw) =1. (15.1)



The Class P

Functions that can be
computed in polynomial time

by a standard Turing Machine.

U TIMEy, (n€)

ceN

The Class NP

Functions that can be in
polynomial time by a standard
Turing Machine.

Correctness of a 1 output
can be verified in polynomial
time given a witness.

A function F: {0, 1}* — {0, 1} is in NP if there exists some
a € Ntand V:{0,1}* —» {0,1} such that V € P and Vx €

{0, 13", F(x) = 1 © 3w € {0, 1} such that V(x,w) = 1.




SORT

ShortestPath ®

Unknown if 3SAT € P Known that 3SAT € NP



Cook-Levin Theorem

Cook-Levin Theorem (Theorem 15.6 in the TCS Book):
For every F € NP, F' <, 3SAT.



Stephen A. Cook, 1971

The Complexity of Theorem-Proving Procedures

Stephen A. Cook

University of Toronto

Summary

It is shown that any recognition

problem solved by a polynomial time-
bounded nondeterministic¢ Turing
machine can be "reduced" to the pro-
blem of determining whether a given
propositional formula is a tautology.
Here "reduced" means, roughly speak-
ing, that the first problem can be
solved deterministically in polyno-
mial time provided an oracle is
available for solving the second.
From this notion of reducible,
polynomial degrees of difficulty are
defined, and it is shown that the
problem of determining tautologyhood

has the same polynomial degree as the

problem of determining whether the
first of two given graphs is iso-
morphic to a subgraph of the second.
Other examples are discussed. A

method of measuring the complexity of

proof procedures for the predicate

calculus is introduced and discussed.

certain recursive set of strings on
this alphabet, and we are interested
in the problem of finding a good
lower bound on its possible recog-
nition times. We provide no such
lower bound here, but theorem 1 will
give evidence that { tautologies} is
a difficult set to recognize, since
many apparently difficult problems
can be reduced to determining tau-
tologyhood. By reduced we mean,
roughly speaking, that if tauto-
logyhood could be decided instantly
(by an "oracle'") then these problems
could be decided in polynomial time.
In order to make this notion precise,
we introduce query machines, which

are like Turing machines with oracles

in [1].

A query machine is a multitape
Turing machine with a distinguished

tape called the query tape, and
three distinguisged states called
the query state, yes state, and no

Stephen Cook (2015 picture),
University of Toronto



INIPOBJEMDBI NEPEJAYN NHOOPMAIINN

Tom IX 1973 Boun. 3

Universal Search Problems

YR 519._14
YHUBEPCAJIBHBIE 3A/IAYN ITEPEBOPA
J. A. JIesun

B cratbe paccMaTpuBaeTCsa HECHKOJbKO M3BECTHBIX MAaCCOBBIX 3a/a4
«IIGPOGOPHOI’O THIOAa» M [JOKa3blBAae€TCA, 4YTO 3TH 3analm MO{HO pellaThb JHIIb

3a TaKOe BpeM#dA, 3a KOTOpO€ MOKHO peliaThb BOOOIH.e n100b1e 3aJladiid yKa3aH-
HOI0 THIIA.

Ilocae yTouHeHUs NOHATHA aJropUTMa ObLIa [JOKAa3aHA AJTrOPUTMHUYECKas Hepaspe-
ANUMOCThL psifla KIACCHMYECKUX MACCOBBIX mpobiaeM (Hampumep, mpodjeM TOKAECTBA 3Je-
MEHTOB TpyIi, roMeoMop¢HOCTH MHOrooOpas3uil, pa3pemiuMocTH Ju0(aHTOBBIX ypaBHEHHMI
u apyrux). Tem caMpIM Obld CHAT BOIPOC O HAXOKJCHUM IIPAKTHYECKOTO cmocoba UX pe-
menuss. OJHAKO CyIIeCTBOBaHWE AJTOPUTMOB JJisI PelleHUs JAPYTHX 3aja4 He CHUMAaer
IJIS HUX aHAJOTMYHOTO BOIIPOCA M3-3a (PaHTACTUYECKH 00JbHIOro ofbeMa padoThHI, Impejli-
CEIBAEMOr0 STHMH aiaropurMaMu. TaxoBa CHTyanHs ¢ Tak Has3bIBAeMBIMU II€PeGOPHBIMH 3a-
JadaMi: MUHEMN3ANUUA OyJeBbIX QYHKOUI, IIOUCKA {OKA3aTeJbCTB OIPAHHYEHHOMN JIJIHHBI,
BBIicHeHUA n3oMopdHocTH rpadoB u gpyrumu. Bee 9TH 3ajaul peliaioTcs TPUBHAJIbHBIMH
QJITOPHTMAMH, COCTOSIIIUMU B mepefope BcexX BO3MOKHOCTeH. OJHAKO 3TH aJrOPUTMBI Tpe-
OYyI0T DKCHOHEHI[HAJbHOI0 BpeMeHH paloThl M Yy MaTeMAaTHKOB CJIOKHUIOCH yOesaeHue, 4To

| Y]

Leonid Levin
(born 1948)
currently at
Boston University
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NP-Complete

Definition: A function G is NP-Hard if every F € NP
can be reducedto G: F <, G.

Definition: A function G is NP-Complete if G € NP and
( is NP-Hard.

Cook: 3SAT is NP-Hard
= 3SAT is NP-Complete by 3SAT € NP



Making Progress on P & NP

Cook-Levin Theorem: For every FF € NP, F Sp

Equivalently: 3SAT € NP-Hard After showing 3SAT € NP
= 3SAT € NP-Complete

- MIN

SHORTPATH = 3SAT
« LONGPATH

P

If 3SAT € P If 3SAT ¢ P



CircuitSAT <y NANDSAT <p 3SAT

Easy: 3SAT <, CircuitSAT



ﬁCircuitSAT <p 3SAT

Suppose we are given Boolean circuit C. How do we
transform it into a 3-CNF formula F such that C is
satisfiable if and only if F is satisfiable?

ﬁ (XVXLVIXS/\

X,= 7
’Yzz?
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CircuitSAT <y NANDSAT

Suppose we are given Boolean circuit C. How do we transform it into a
NAND-Circuit N such that C is satisfiable if and only if N is satisfiable?

Yes: Substitute AND, OR, NOT with NAND
At most 3x more gates than C

)

y1=NAND(x1, x2)
y2=NAND(y1,y1) —

11



NANDSAT <, 3SAT

Suppose we are given NAND circuit C. How do we
transform it into a 3-CNF formula F such that C is
satisfiable if and only if F is satisfiable?

COLa %) ENE

vIXNAND(x1, x2)
y2:NAND(y1,y1) 7‘ F(x)=(x{ Vxy,Vx3)A()A ...
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A
- ZNANDSAT <, 3SAT
\— M P

Useful lemma: for every gate z = NAND(x, y), one can
write a 3-CNF formula G,,,, over them such that z =

NAND(x,y) iff Gy, is satisfiable.

% Gyyz =(XVYVZ)AN (XVYVZ)A (XVYVZ)A(XVYVZ)
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Gyyz =(xXVYVZ)AN (xVYVZ)A (XVYVZ)AXVYVZ)

_ ; F(Xx1X2,...yLy2,..
- v1=NAND(x1, x2) . (X XZ,...,¥Y1,Y )
_ y2=NAND(y1,y1) ij = Gy, x,y, A GY13/13/2

I\C\é{lwy \ﬂvw v \j \m)

Reduction from NANDSAT to 3SAT:
NANDSAT( C)=3SAT(R(C) ), where reduction R(C ) =F forall C

Conclusion:
CircuitSAT <p NANDSAT <p 3SAT

14



Proof of Cook-Levin Theorem



Proving the Cook-Levin Theorem

Cook-Levin Theorem (Theorem 15.6 in the TCS Book):
For every F € NP, I <,, 3SAT.

Proof strategy:
Find a problem Z that is NP-Hard and show that Z =p 3SAT.
<N
Y+ P/ F—@Z <> S 3RAT

A function F:{0,1}* — {0, 1} is in NP if there exists some a € N+and
V:{0,1} - {0,1} suchthatV e PandVx € {0,1}", F(x) =1 &

Iw € {0, 1} such that V(x,w) = 1.

16



Is CircuitSAT NP-Hard ?

We have CircuitSAT <p 3SAT

We are finished if CircuitSAT is also NP-Hard (why?)

CircuitSAT
Input: C, a string representing an n-input Boolean circuit.
Output: 1 iff there exists a string x € {0, 1}" such that C(x) = 1.

17



How to prove CircuitSAT is NP-Hard ?

CircuitSAT
Input: C, a string representing an n-input Boolean circuit.
Output: 1 iff there exists a string x € {0, 1}" such that C(x) = 1.

Definition: A function G is NP-Hard if every F € NP can
be reducedto G: F <p G.

18



Proving CircuitSAT is NP-Hard

Definition of Polynomial-Time Reduction (<,): Forany F,G: {0,1}" —
{0,1}. F <, G if there is a polynomial-time computable R: {0, 1}* — {0, 1}* such
that for every x € {0,1}", F(x) = G(R(x)).

VEF € NP: F <p CircuitSAT

it i
@E NP{3IR EP:Vx € {0,1}": F(x) = CircuitSAT(@)
> _

We need to show that R exists, for every function in NP!

19



Recall the Definition of Class NP

A function F: {0,1}* - {0, 1} is in NP if there exists some a € NTand
V:{0,1}* - {0,1}suchthatV € PandVx € {0,1}",F(x) =1 3w €
{0, 13" such that V (x, w) = 1.

20



Definition of <,,: Forany F, G: {0,1}" — {0, 1}. Definition of NP: F € NP if 3V € P such
F <, G if thereis a p-time R: {0,1}* - {0, 1}" that Vx € {0,1}", 3 w € {0, 1}™** such
such that forevery x € {0,1}",F(x) = G(R(x)). thatF(x) = 1iffV(x,w) = 1.

Goal: VF € NP: F <p CircuitSAT
VF € NP: 3R € P:Vx € {0,1}": F(x) = CircuitSAT (R(x))

JV € P,a € N*:
vx € {0,1}", 3w € {0, 1}"asuch that F(x) = 1iff V(x,w) = 1.

21



Definition of <,,: Forany F, G: {0,1}" — {0, 1}. Definition of NP: F € NP if 3V € P such
F <, G if there is a p-time R: {0, 1}* - {0, 1}* that Vx € {0,1}*, 3 w € {0, 1}™** such
such that for every x € {0,1}, F(x) = G(R(x)). thatF(x) = 1iffV(x,w) =

Goal: VF € NP: F <p CircuitSAT
VF € NP: 3R € P:Vx € {0,1}": F(x) = CircuitSAT (R(x))

JV € P,a € N*:
vx € {0,1}", 3w € {0,1}" such that F(x) = 1iff V(x

There exists a Boolean circuit C,, (%) that computes V' (x, *):
——.a s
C (—)e [ Input: *x € {0,1}" length = n%
X

— Output: V(x, x)
C\( 'S SA] r@( \-\(:c) l
=S ) =)




How do we know (. exists?

3V € P,a € N*:
vx € {0,1}",

There exists a Boolean circuit C, (%) that computes V' (x, *):
Inputy * € {0, 1} length = n?
Output: V(x, *x)

) Cx("\’):’(
N

e {0, 1} such that F(x) = 1iff V(x,w) = 1.
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Boolean circuit C,.(*) that computes I/ (x,*)

V € P so we have TM M computes V n{poly tlmeﬁ\
Fixing x, we also have M, computes V(x, *) in poly-time.
We want C, that simulates M, and | C,. | = poly(lxl)

@ ! @ /) \ Qr —
6@)/ AND 0% Ub MAn
@ Vj}‘\.\ N /g @P5m$ :

: 9"”3 t! )1\7 Sgrbs (fj




Boolean circuit C,.(*) that computes I/ (x,*)

IV € P sowe have TM M computes V in poly-time.
Fixing x, we also have M, computes V(x, x) in poly-time.
We want C, that simulates M, and | C,, | = poly(|x]|).

Theorem:
Forany f € P, (f is computable by TM in poly time)
f €Prpoly = Ucen SIZE(n°) (f is computable by circuit in poly size)

Theorem 13.12 (Non-uniform computation contains uniform computation)
There is some a € N st foreverynice T : N — Nand F : {0,1}* — {0,1},

TIME(T(n)) C SIZE(T(n)?) .

25



Completing the Proof

Cook-Levin Theorem: For every F € NP, I <, 3SAT.

We have proven CircuitSAT is NP-Hard:
VF € NP. F <, CircuitSAT

26



Cook-Levin Theorem: For every F € NP, F <,, 3SAT.

We have proven CircuitSAT is NP-Hard:
VE € NP: F <, CircuitSAT

F <p CircuitSAT <p 3SAT

Thus, if there is a polynomial time

algorithm for 3SAT, there is a polynomial
time algorithm for every problem in NP!

27



NP-Complete

Unknown if 3SAT € P Known that 3SAT € NP




More NP-Complete problems



Proving G is NP-Hard

AT @ M <y b
(el Lorg v
N [ —
Show there is a polynomial- Show thereis a polynomial-
time reduction from every time reduction from one
problem F € NP to G. problem X € NP-Hard to G.

VF € NP: F <p G §X € NP-Hard: X <y G




Proving G is NP-Complete

1. G € NP 2. G € NP-Hard

34X € NP-Hard: X <p G



@ TRAVELING SALESMAN

Karp
Kaye 1972
2000

Fix, McFPhat

P-Complete Problems

CIRCUIT SATISFIABILITY
1972
Karp @
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1972
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0-1 INTEGER PROGRAMMING
VERTEX COVER
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¥arp 1972
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TR

‘ehuda, Moran
o 1972

DIRECTED HAMILTONIAN CIRCUIT

Garey, Johnson, 5 bockmeyer
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1974
arey, Johnson, Stoc kg
1974 Karp
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COFTIMAL LINEAR ASSIGNMENT CHROMATIC NUMEBER
(Bimple) Karp

1972

karp
1972

Karp
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1972
CEI AN
3-COLOURABILITY 32
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(triangle inequality)



7
Uf" S\;ome NP-Complete Problems
Usi

Z —— BinPacking
ut: Finite set of items, I, size s(i) for each item, bin capacity B, number of items k
Output: 1 iff there is a way to pack = k items in B

Visitor (a.k.a., Traveling Seller Problem)
Input: A weighted graph G = (V,E),w(e € E) > N, astartnodes € V, a cost z
Output: 1 iff there path in G that visits every node with code < z

SetCover

Input: Aset U,S € Pow(U) where Ugess =U, m €N
Output: 1 iff there is a subset S’ of S where U .o s = U and |S'| < m.

33



Which outcome do we prefer?

‘F RCLOAASPE Nél;? P
c NP
SAT

P

 MIN
SHORTPATH =3
« LONGPATH

3SAT EP 3SAT ¢ P
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Do we “solve” these okay today?

BinPacking
Input: Finite set of items, I, size s(i) for each item, bin capacity B, number of items k
Output: 1 iff there is a way to pack = k items in B

Visitor (a.k.a., Traveling Seller Problem)
Input: A weighted graph G = (V,E),w(e € E) > N, astartnodes € V, a cost z
Output: 1 iff there path in G that visits every node with code < z

SetCover
Input: Aset U,S € Pow(U) where Ugess =U, m €N
Output: 1 iff there is a subset S’ of S where U .o s = U and |S'| < m.



i
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- Amazon’s RIC fulfillment center



A} '_II; |
Amazon s RICfqu|IIment center o

.....

BmPackmg
Input: Finite set of items, I, size s(i) for each item, bin capacity B, number of items k
Output 1 iff there is a way to pack = k |tems in B

1 _l'i? ~ b ) 2
- B ] i 3
! Han o
. | f ;s 1
¢ " - .F
& E z i -’"v L .
I g J = .

Visitor d k.a., Travelmg Seller Problem)
Input: A weighted graph G = (V,E),w(e € E) > N, astartnodes € I/, a cost z
Output: 1 |ff there path in G that visits every node with code < z

=R I

SetCover
Input: Aset U,S € Pow(U) where Usess =U, mEN
Output: 1 iff there is a subset S’ of S where USES’ s=U and IS | < m.




(x48 V X4 V Xg) N\ (X34 V X50 V X37) A (Xg V X1 V X28) A (X271 V X27 V X32) A (X177 V X29 V X30) A (X309 V
X24 25 V X24) A\ (Xgq V X50 V X14) A (Xg5 V X15 V X37) A (X16 V X14 V
- What about 3SAT? ) (0 f v e ) A G v )
(X34 V X8 V Xx46) N\ (X4 V X5V X35) A\ (X3 V X27 V X39) A\ (X6 V Xg0 V X27) A (X25 V X14 V Xg9) N (X38 V
x5V X15) A (X9 V X124 V X19) A (X45 V Xa2 V X39) A (X34 V X223 V X28) A (X0 V X15 V Xg) N\ (Xga V X109 V
X9) A\ (X2 VX31 V x14) A (X9 V X2 V X15) A (Xa0 V X12 V X32) A (X20 V X6 V X15) A (X37 V X39 V X23) A
(X3 V Xg0 V YorY AMX N ¥ar N ¥e) AMAXYAa N ¥no N ¥am) AMAYGS N Fae N ¥an) AMYS N Y N x7) A\ (X34 V
Xa4 V X26) N \ (x16 VX4 V
)/ (2v 50 variables, 100 random clauses ;v 2
(X22 V X47 8 V X37) A\
(X14 V X320 V X23) A (X220 V X14 V X23) A (X17 V Xg6 V X7) A (X371 V Xg6 V X50) A (X34 V X471 V X43) A (X717 V
X9 V x15) A\ (X46 V X14 V X12) A (X20 V X712 V X14) A (X471 V Xg2 V X15) A (Xa8 V X6 V X36) N (X22 V X4 V
X49) N\ (x22 V x12 V Xg2) A (x13 V X38 V X39) A (X8 V X16 V X27) A\ (X17 V X718 V X26) A (Xa8 V X0 V
X35) N\ (Xa3 V X209 V Xg9) A (X9 V X11 V X32) A\ (X33 V X17 V X39) A (X35 V X9 V Xg) A (X0 V X50 V X19) A
(xg V x10 V X27) A (X5 V X9 V X26) A (X45 V X38 V X27) A (X4 V Xa0 V Xa2) A (x21 V x50 V X12) A (X8 V
X14 V Xg2) A\ (X17 V X47 V X27) N (X9 V X12 V X6) A (x27 V X49 V X32) A (X29 V X12 V X26) A (Xg8 V X2 V
Xe) N\ (X16 V X36 V X49) A (X33 V X12 V X26) A (X33 V X29 V X49) A (Xag V X2V X19) A (X25 V X36 V X49) N\
(X21 V x40 V X14) A (X34 V Xgq4 V Xg) N (Xa8 V X50 V X1) A (X5 V X12 V X7) A (X21 V X35 V X27) N\ (X2 V
X16 V X14) A (X13 V X35 V X12) A (X5 V X35 V Xg2) N\ (X50 V Xa0 V X7) A (X25 V X47 V X13)




sahands / simple-sat @ Watch~ 5  JrUnstar 29 Y Fork 5

<> Code Issues 0 Pull requests 0 Wiki Pulse Graphs

Simple recursive and iterative SAT solver written in Python.

38 commits 1 branch 0 releases 1 contributor
Branch: master ~ New pull request Create new file  Upload files = Find file
ﬂ sahands Moving article content. Latest commit b987fbe on Sep 30, 2014
src Added the post content to the repository. 2 years ago
B .gitignore Initial commit 2 years ago
B LICENSE Initial commit 2 years ago
B README.rst Renames 2 years ago

README.rst

> time python3 sat.py -1 random_50_100. in

~X48 ~x4 ~X9 ~x37 ~X44 ~x50 ~X1 ~x28 ~X8 ~x21 ~x27 ~x32 ~X17 ~x29 ~x30 x24 ~x22
~X25 ~x14 ~x15 x45 ~x16 x36 ~x26 ~x33 ~x5 x18 x7 ~x31 x38 ~x49 ~xb6 x34 x46 ~x35
X39 ~x43 x40 ~X19 ~x42 ~x20 ~x10 x12 x23 ~x3 x13 x47 ~x11 ~x41 ~x2

real Om0.053s
user Om0@.042s
SYS Om0.009s
p-




If knowing P=NP wouldn’t help us much in solving
practical problems we want to solve, would there
be a benefit to knowing P & NP?



Some details needed:

Exa m p I e : E n C ry ptio n Key-length < message

Correct decryption

AES (Advanced Encryption Standard) is a poly-time function:
_AES(key, message) — ciphertext

l?(ob

Fix message = “secret Amazon order ....”, define_function:
’ng_) = @f exists k s.t. AES(k, message) = x

O /otherwise

We have C € NP (why?) N=\eqy
If P= NP, what happened to C?

41



Hard Problems are Useful

P = NP would imply most cryptographic goals are
impossible: no public-key cryptosystem could exist!

Assumptions in Cryptography:
The Five Worlds of Impagliazzo

Factoring is hard = RSA is secure onana:
NP-Hard problems are hard

= some “post quantum”
cryptosystems are secure

3 indistinguishability
obfuscation

Image fremPavel Hubacek




Charge
Time complexity
Cook-Levin Theorem

PS10 due this Friday, Apr 25
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