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In the last lecture, we begin to introduce the Cryptographic hash functions. We start with recapping
the universal one-way hash function (UOWHF') and collision resistant hash function (CRHF).

1 UOWHEF v.s. CRHF

Definition 1 (Universal One-Way Hash Functions ). Let Geng be the key generation function and
H = {Hp() : {0,134 — {0,1}"™) k « Geny(1™)} be a set of functions. The pair (Geng, H) is
a family of universal one-way hash functions (UOWHF) if:

e Compressing: d(n) > r(n) for all n.
o Efficient: Geny is in PPT, H is deterministic PT.

e Security /Second Preimage Collision Resistant: YNUPPT A, there exists a negligible function

€ such that
k + GenH(ln)

(x,st) < A(1") | <e(n) VneN
x « A(st, k)

T #x
Prl i (2) = @)

Remark: Because the adversary A chooses both x and z’, the key k is necessary to defend against
non-uniform adversaries; otherwise, a non-uniform A can just remember a colliding pair (x,z’) for
every problem size n € N. Many practical hash functions (such as SHA) are unkeyed and do not
satisfy this definition.

Definition 2 (Collision-Resistant Hash Function). Let Geng be the key generation function and
H = {Hy() : {0,134 — {0,1}"™) k « Geng(1™)} be a set of functions. The pair (Geng, H) is
a family of collision-resistant hash functions (CRHF) if:

e Compressing: d(n) > r(n) for all n.
e Efficient: Geng is in PPT, H is deterministic PT.

e Security/Second Preimage Collision Resistant: YNUPPT A, there exists a negligible func-
tion € such that Let Geng be the key generation function and H = {Hj(-) : {0,1}4") —
{0,137k « Geny(1™)} be a set of functions. The pair (Geng, H) is a family of universal
one-way hash functions (UOWHF) if:

— Compressing: d(n) > r(n) for all n.
— Efficient: Geng is in PPT, H is deterministic PT.

— Security/Second Preimage Collision Resistant: YNUPPT A, there exists a negligible
function € such that

pr| #a k<« Gen(1™)

T Hk(x):Hk({L‘/) . (ﬂj‘,l’/)(—A(ln,k) Se(n) VYn € N
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Remark: The syntax, compression, and efficiency of CRHF are the same as those of UOWHEF.
The only defference is the secuity definition.

Relationships Between Hash Functions

e CRHF = UOWHF
e CRHF <= UOWHF?
¢ UOWHF = OWF
e UOWHF <« OWF
Summarily, we have the following relationships now:
CRHF = UOWHF <= OWF
Remark: UOWHF = OWF!. By giving a function f(rd,z) := Hegeny(1nva) (7), where rd is a

random input. Here f(rd,z) is also an OWF. The key difference between OWF and UOWHEF is
that the first one needn’t key but the later does.

2 Merkle-Damgard Construction

Suppose there is a UOWHF compressing d = d(n) inputs to r = r(n) outputs? Is it possible to use
this UOWHF to compress longer input? Fortunately, Merkle-Damgard Construction discribed in
the following figure gives a positive answer.

m
a1 md"'m(d—r]+l
m, Mg...Myq4.
H, Mg H, d 2(d-r)+1 H,
my
r(n) r(n) r(n)

Figure 1: Merkle-Damgard Construction Diagram

What if the shorter output? It is not clear. Consider the attempt H} () = H(x)[1...r—1]. Suppose
Hj(z) = H(z) for o’ # x, It is possible z, 2" won’t collide in Hy.

!The other direction is non-trivial. You can find the proof in this lecture note.

20of 4


https://www.cs.princeton.edu/courses/archive/spr08/cos598D/scribe4.pdf

3 Hash and MAC

Based on CRHF, we can construct an MAC that can authenticate arbitrarily length of message.

Construction

Let (Gen, Tag, Ver) be an MAC defined in last lecture, and (Geng, H) be a CRHF, we define our
new MAC’= (Gen’, Tag’, Ver’) as follows:

o Gen’(1"):
— k < Gen(1")
— Output k

o Togy(m):

— s+ Geng(1™)

v < Hg(m)

0 < Tagy,(v)

— Output (s,0) =: ¢
e Verp(m,0' = (s,0)) :

— v < Hg(m)

— Output Verg(v||s, 0)

Security Game

A Challenger

k&Gen
Cx/ Tagy/(x)
s, v'=Hy(x)
(m, 89 m is not queried
= & - A wins
(s, 9) Ver’ (m,0")=ACC

Figure 2: Game Flow
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Pr[A wins|] = Pr[A wins A collision] + Pr[A wins A —collision]
= Pr[A wins A collision] + Pr[A wins|—collision] - Pr[—collision]

< Prlcollision] + Pr[A wins | —collision] - 1

where the event of collision is m # m’ A Hg(m) = Hs(m')

By the definition of CRHF the first term is negligible and by the security of MAC the second term
is also negligible. Therefore, the new MAC’ we construct is also secure.
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