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(In)Feasibility of (Inner Product)
Functional Encryptions



Motivating Functional Encryptions

Scientists want f (m) for some f

Potential solutions:

Release m in r?
Not secure |

fi

A f1(m)
Hospital m

: fo

£, (m)
m
Medial f3
records

fz(m)

Hospital computes all f;’s?

| Not efficient |




Functional Encryption (FE), Correctness

k][flf ] Functional decryption:
sklf,] fu(m) < Dec(sk[f,], c)
f2
skl f>]
Publish - f Any f in the class,

f(m) « Dec(sk|f],c)

¢ « Enc(m) skl/]



Minimal FE: for Inner Products (IPFE)
p

vV, EZ" - :
11{[ ]P Functional decryption:
SK|V, | (vl,m> «— DBC(Sk[Vl]; C)
¢ « Enc(m) v A e Z1
Sk[v] ny v D’

(v, m) « Dec(skl[v], c)



Security of IPFE, master secret key and KGen

¢ <« Enc(msk, m)

\"

sk|v]

(v, m) « Dec(skl|v], c)

0

sk|v] « KGen(msk, v)
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Security of IPFE, attempt

|
¢ « Enc(msk, m),

R il Whatifv=v; +v,? -
(V, m) — (Vlr m) + (Vz, m)
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Security of IPFE, Challenge vector is restricted

I
1 \41
: sk[v,] VvV ‘% Span(vl, Vz,
sk[v;] « KGen(msk, v;)
< : V2
I sk[v,]
|
|
|
|
: Guess (v, m)
Randomm € Zj - : v w.p. > 1/p
¢ « Enc(msk, m) ! C
\
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Unbounded-collusion:

Tolerate more v; = stronger security

| Sk[v:] : '} -8 v & Span(vy, vy, ...)

sk[v;] « KGen(msk, vl-):
: Guess (v, m)? l
sklv,] , Aj

Bounded collusion?
¢ « Enc(msk,m)

Solved from minimal assumptions [avio]

N______—_—__—_—_—_—_—_—_—_—_—_'



Weak settings (arguably weakest) make strong LB

No “function
hiding”

¢ « Enc(msk,m)

\e)

“compactness”



Previous Works Question:
Obtain (weak) FE from\

_“fancy” encryptions?

N\

|0/compact FE

"\
vy X _[AJ15, BV15, GMV

()
O
unbounded-collusion IBE, ABE, PE, FHE ...
sk-FE
~ ALGEBRA
[ABDP15] [HLOW24] %
Algebraic assumpt: unbounded-collusion
DDH, DCR, LWE, ... Rand Oracles

sk-IPFE



Result: No FE construction from ABE, FHE, PE

|0/compact FE

unbounded-collusion

sk-FE
ALGEBRA
[ABDP15]
Algebraic assumpt: unbounded-collusion q |
DDH, DCR, LWE, ... Rand Oracles

sk-IPFE



Comparis

ons Match bounded-collusion FES [avi9]

|0/compact FE

unbounded-collusion
sk-FE

ALGEBRA

[ABDP15]

Algebraic assumpt:
DDH, DCR, LWE, ...

unbounded-collusion
sk-IPFE

sk-FE and fancy PKE
incomparable [asis)

IBE, ABE, FHE, PE

Extend LB of 10 cmm17]
Extend LB of sk-IPFE [niowz4;

Rand Oracles



(Informal) FE vs “All-or-Nothing” Encryptions

All-or-Nothing Encryptions [GMM17]

f‘\i IBE, ABE, PE, FHE

$é &

(unbounded-collusion
Sk-IP) FE

eI




Separate from Homomorphic Withess Encryption

unbounded-collusion IBE, ABE, FHE HWE Oracle O:
sk-IPFE - '

* |b « e(a,x):
permute instance a, plaintext x
¢ X « d(w, Ib = (a,y)):
invert b iff witness w is valid,
a(w) =1; 1L ow.

e Ib" « eval(f,1bq,1b, ...):
homomorphic evaluate labels

Capture Attribute-Based FHE

[GMM17]

For PE, we use another WE oracle




Monolithic Model: Capture Oracle-Aided Circuits -

eval(fY, ...
a’(w) = 1...

fO and a? are circuits that query oracle O
Example: bootstrapping FHE

¢ X « d(w, Ib = (a,y)):
invert b iff witness w is valid,
a(w) ==1; L o.w.

* lb, — eval(f, lbl, lbz )
homomorphic evaluate labels

M17]



Intuition behind the Separation

R
<l ;-

reg
-

Dec?(sk[v], ¢) HWE Oracle O:
Use W\ Wy, ... to
invert b, 1by, ... * Ib « e(a,x):

permute instance a, plaintext x

s X « d(w, Ib = (a,y)):
invert lb iff witness w is valid,
a(w) =1; Low.

* Ib" « eval(f,lby,1b, ...):
homomorphic evaluate labels

xal(lby, ...)

Enc




Given:
¢ « Enc?(msk, m)
sk[v;] « KGen® (msk, v;)
Goal:
Obtain (v, m) by simulating
Dec? (sk[v], ¢)

Want to
cover witnesses using
colluded keys

Dec?(sk[v;], ¢)

se Wy, Wy, W3, ... t0 DecO(sk[v], ¢)
invert by, 1b,, 1bg, ... ‘ Use Wy, Wy, ... to

invert 1b)\ lby, ...

l(lbl, )
Observe: witnesses (and labels)

Dec® (sK[v, ) is a function of v and v;

ec” (sk|v, |, c

Use w,, WS,.,,Zto 1 = Coverage holds by [HLOW24]
invert Iby, Ibe, ... |\ Lemma )

-_—_ e - e e - - e S S S e e e e e e ..
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HLOW Combinatorial Lemma  (Hajiabadi-tangrehr-o'Neil-wang'24]

For any small-range function F,
- randomly sample vector v
- randomly sample subspace Ss.t. v & S T

W.h.p., F(v) € U, F(v;) for sufficiently many v; € S. Subspace S
V3 o .
F maps from Z} to a small set . )
(some labels in this work) Vv,
V4
/ —
Vv ®
__— '




Questions?
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